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1
Decision/action requested

It is requested to approve the proposed content for a new key issue to TR 33.861
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3
Rationale

As described in S3-181632 [1], it is proposed to capture SA1 and SA2 security-related requirements in the new CIoT WID/SID that would mirror SA2 CIoT Study, and it is agreed. 

In TR 23.791 [2], the key issue 8 has been described as a performance improvement and supervision of mIoT terminals, it is said that

“The IoT terminals with massive number of users may be misused or hijacked, which may result in security issue and may need special mechanisms for monitoring and supervision. In order to support performance improvement and supervision of mIoT terminals based on NWDA output, the following issues are required to be investigated:

-
What necessary input is required for the NWDAF- considering both operator owned and third party mIoT terminals;

-
What analytical results can be provided by the NWDAF for performance improvement and supervision of mIoT terminals.”

So, SA2 has already investigated the supervision of IoT terminals, and it is proposed to use NWDAF to get necessary input to detect IoT terminals and provide corresponding actions for malicious IoT terminals.

As described in S3-182078 [3], the scope for the FS_CIoT_sec_5G TR includes: 

-
Study the need for additional mechanisms to improve protection of the network from maliciously behaving IoT devices.

This scope may include two aspects, i.e. (a) How to determine the maliciously behaving IoT terminals. (b) How to deal with those malicious IoT terminals. To achieve aspect (a), the network should also collect some data at first. So, these two aspects may be involved in the SA2’s requirement.
So, the paper adds new key issue for this topic.
4
Detailed proposal
***********************Start of the first change************************
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5.X
Key issue #X: IoT Terminals Security Monitoring

5.X.1
Key issue details
In 5G, the number of IoT terminals is expected to grow exponentially. The booming number of IoT terminals will bring security challenge to operators in terms of management, performance, and IoT device (mis)behavior. On the one hand, IoT terminals pay more attention to functionality, and often ignore security requirement, so that they are more prone to being attacked or being missed used for attacking the network. On the other hand, since the number of IoT terminals is so huge, when attack happens, impacts are potentially huge on the number of victims and on the network. 

There are potentially numerous attacks caused by compromised IoT terminals, e.g. DDoS attack, resource exhaustion, privacy leakage and malicious control of the network resources. Those attacks will create tremendous amount of resources being wasted for both network and UE, exposure user’s privacy and even threats to public security. 

Operators should have the ability to detect IoT terminals (either malicious or malfunctioned) that are misbehaving and act accordingly (e.g. isolate misbehaving IoT terminals from network resources). 
5.X.2
Security threats 
IoT Terminals may be easily compromised. The details of security threats caused by compromised IoT terminals are listed in table 1: 

Table 1 Security threats caused by compromised IoT terminals

	Attack
	Target
	Description

	DDoS attack
	3rd Party Servers
	When attacker controls enough IoT terminals, the attacker will have ability to DDoS 3rd party servers, e.g. Mirai, the firewall of the server may not stand up to large scale of DDoS attack.

	Resource Exhaustion
	UE
	When attacker controls specific IoT terminal, the attacker may have additional resource for malicious action. For example, the attacker may control large scale of IoT terminals to mine Bitcoins, which may exhaust IoT terminals’ resources, e.g. power, CPU usage, etc.

	Privacy Leakage and Malicious Control
	UE
	When attacker controls specific IoT terminal, the function of the IoT terminal may be misused. Data collection is IoT terminals’ main function, if it is compromised, the collected data may be exposed, e.g. monitor screen in camera, patient information in medical equipment, voice information in AI housekeeper, car information in car, etc. IoT terminals also have control function, if it is compromised, it may be harmful to public safety, e.g. shut down medical equipment, drop the holding to the crowd, control car for car crash, etc.


Those security threats already exist in the fixed network simply because there are no clear security requirements for IoT terminals. Even if it is introduced, since there are so many vendors, and the function of IoT terminals are different, it is difficult to keep all the terminals secure.  

In 5G, most of the IoT terminals will connect to the mobile network, the same security threats will also be applicable to the mobile networks. As the number and type of IoT terminals increases, the security situation will be even worse.  
5.X.3
Potential security requirements

IoT terminals may be vulnerable, but operators still need to provide service for those IoT terminals. Operators should have ability to monitor the IoT terminals to perform data collection [XX], security analysis [XX], and take actions accordingly when attacks are detected. 

· There should be a mechanism to collect data for the network to use for a variety of reasons (e.g. performance analysis, attack detection, security analysis, etc.). However, the collected data should not expose user’s privacy information.
· The network should be able to provide security analysis to determine whether there are malicious IoT terminals in the network or whether the network is being attacked. 

· The network should be able to take appropriate actions (e.g. isolate maliciouos IoT terminals) when malicious IoT terminals or malicious activities are detected in the network. 
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